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1 INTRODUCTION TO THE PENALNET PLATFORM

Penalnet is a web platform that provides a secure European communications network for

criminal lawyers.

Access to Penalnet is based on digital certificates encoded on a cryptographic card and is
limited to lawyers registered in the system. This platform manages users, mail boxes, the
sending and receipt of messages, and provides receipt/read acknowledgment.

Any criminal lawyer registered on the PenalNet platform will have access to a directory of
criminal lawyers in the countries included in the system by way of a professional digital
certificate. This will allow for secure communications with any other lawyer on the platform.
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2 NAVIGATION

The Penalnet Platform can be accessed through the main Penalnet webpage. The URL is
https://www.penalnet.eu/. The home page provides access to the application through the
“Access to Penalnet” link.

Home page
The home page of the Penalnet Platform is shown below:

PenalNet Project is financed by

Criminal Justice 2007
exit [

B= AL

Secure e-communications in Criminal Law Practice
L. HOMBRE DEMO DECGAE 70801687M

Home My Directory Control Panel

i Friday 4
L September 2009

Last access: 04/09/2009 08:20

Penallet Directary

ACKHOWLEDGMENT

70801687M
NOMBRE DEMO
DECGAE

Consejo General de la
Abogacia Espafiola

INBOX
HOTIFICATIONS

SENT ITEMS

1
Country Spain

German
Spanish

Languages

3 = A \ ==

You have consumed

0.0/10.0 1 available

www penalnet.eu

It helps you to manage your address book
Contacts list is filtered based upon name is
initial. Additionally, contacts can be grouped as
desired to ease the use ofthis address hook. You
will be ahle to add or remove contacts, assign
them to and create groups. When editing a new
Mail you can choose from both contacts and
groups.

It allows you to search for lawyers hased upon
any features of the the CV (personal data,
location, languages, experience, etc.). Moreover
you can access the detailed information of the
lawyer as well as any other lawyer can access
yours. PenalMet policy guarantees any registered
lawyer is an authenticated Lawyer Professional,
confirmed hy the National Bar.

As we can see, the home page consists of the following parts:

e Heading: features the Penalnet logo, which links every page on the Penalnet
Platform to the home page.

e Top menu: menu with the application’s functional modules. Each menu option is
linked to its associated section.

PenalNet project is financed by
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o Central part: work area.

e Footnote: contains basic information, such as the Penalnet web address and the
application version.

Functional modules

The functional modules feature their own internal navigation system. One is shown below,
with the others following a similar format.

Header

Remave

Foot Note

The above image shows each part of the page:
e Heading
o Top menu (%)

o Side menu (*): varies depending on the option selected in the top menu.
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e Work area

e footnote

(") The menu options shown depend on the profile of the user accessing the application.
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3 FUNCTIONALITY

3.1 PENALNET HOME

Upon entering Penalnet, two things may happen:

e The user is a lawyer whose information is in the system: the user may continue
using the application’s functions.

e The user is a lawyer whose information is not in the system, or is an administrator:
the user does not have permission to use the Penalnet Platform features and will
have to wait until a platform administrator provides the user with the proper profile.

Once the user’s profile is properly set, the main page will show the user’s personal
information:

PenalNet Project is financed by

Criminal Justice 2007
exit (3

B=AAu

Secure e-communications in Criminal Law Practice

L. HOMBRE DEMO DECGAE 70801687M

Home Mail My Directory PenalNet Directory Control Panel

— Friday 4
September 2009

Last access: 04/09/2009 08:20

70801687M
NOMBRE DEMO
DECGAE

Consejo General de la
Abogacia Espafiola

ACKHOWLEDGMENT

INBOX

Messages Data

HOTIFICATIONS

SENT ITEMS

User Data

Country

Languages

-

Disk Cuota'Cclnsumed

whwwr penalnet .eu

It helps you to manage your address hook.
Contacts list is filtered based upon name is
initial. Additionally, contacts can he grouped as
desired to ease the use ofthis address book. You
will be ahle to add or remove contacts, assign
them to and create groups. When editing a new
Mail you can choose from both contacts and
groups.

It allows you to search for lawyers based upon
any features of the the CV {(personal data,
location, languages, experience, etc.). Moreover
you can access the detailed information of the
lawyer as well as any other lawyer can access
yours. PenalNet policy guarantees any registered
lawyer is an authenticated Lawyer Professional,
confirmed by the National Bar.

The main sections to highlight are:

e User information: personal data such as name, surname, BAR, country and

languages.

o Disk quota: amount of disk space in use and total available.
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e Mail: number of unread and total messages in the user’s folders. User can navigate
to Mail option.

e Top menu: menu with the application’s functional modules. The options will vary
depending on the user’s profile.

3.2 MAIL

The MAIL section allows messages to be read, sent and managed. They can be deleted or
organized into folders. Below is the main screen:

PenalNet Project is financed by

Be= C EA

Secure e-communications in Criminal Law Practice Criminal Justice 2007

L. HOMBRE DEMO DECGAE 70801687M exit [

Home Mail My Directory PenalMet Directary Control Panel

Message Folder 1 5 = :
' Sender/Receiver Subject z
l =] Search Filter

' Since | |2 1ol | /Search

s « = 2Bl . s dsadsadsadsadasd 3110872009 03.03 BKB

Message Read

‘ ‘Delete Move to | --Select a folder

(00)

>
| Message Actions |

n

wwnw.penalnet eu

The left side menu shows the folders. Some are pre-defined and others can be created by
the user. The top part shows the options for deleting or moving messages between folders,
along with the mail search filter.

The central part shows all the messages, with those in the Inbox folder being shown by
default. The bolded messages are unread, while those in normal font have been read. Each

message has the following fields associated with it: name, subject, attachment (with an icon
if the message has any attachments), date sent and message size.

3.2.1 Messages

Message search

The message list can be filtered according to the following fields: sender/receiver, subject,
and date. A from-to date range can be specified. All of these fields are optional. Once the

PenalNet project is financed by
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desired values are input and the ‘Search’ option is selected, the resulting messages are
shown along with an indication that the filter is active. To deactivate the filter and show all
the messages again, click on ‘delete filter’.

Sender/Receiver Ana / Subject
Since e flo freess Search
¢ Ana %7 do dsadsadsadsadasd 31/08/2009 09:03
/ Delete Mave to |- Select a folder =

I Delete Any Filter Information

Viewing messages

Only the messages from the active folder are shown, this being determined by the folder
the user is currently in. To let the user know which messages are being shown, the active
folder will always be highlighted. For example in the following image, the ‘Notifications’
folder is shown as active, and thus its associated messages would be shown.

Sent ttems (0/2) 4

Acknowledgment (0/0) E
Notifications (0/0) [ ]
Drafts (0M1)

Trash (0J0)

My folders

New message

To send a message, click on ‘New’. A form will appear for the drafting of messages. On the
right side is the address book with the user’s groups and contacts. In the center are the
message fields, which are: To, Groups, Attach file, Acknowledgment of receipt,
Notifications, Subject and Body. The only requirement is to list at least one recipient.

PenalNet project is financed by
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Groups

Attach a file

|[_Examinar...

r Request receipt acknowledgment

Send notification view [ e-mail [~ sms [ fax

Subject

Rich Text Editor

Address Book

Body Message

Recipients

The To and Groups fields only allow data to be entered from the address book by clicking
on the associated contact or group name. The relevant field will automatically be shown.
For example, in the following image the Department group and contact Fekete have been

selected.

To:

Search |

FEEETE LASZLO<1001-4001-Abogado PenalNet>;

(=%

+ '.r_ Department

- -:" All contacts

Groups:

Department;

X 5| FexeTE LASZLO
& ¥ caBoR TALMACS

Attachments

PenalNet project is financed by

Criminal Justice 2007

& ¥ | viorica simonescy

@ Convell @ b\
a MO G st e MUK @) HBA %

11 of 47




Document Type: Manual de Administrador de la plataforma

Bee=nAu Document Code

" PenalNetPlatforma_General Version 1.4 Date 09/04/2009
Administrator_Manual_v.1.4.doc

i

To attach a file hit the ‘Browse...” option (*). A file browser will open for the user to select
the file to attach. Keep in mind that the maximum file size is 1500 KB. There is no limit to
the maximum number of attachments.

+ CLick to look for a file

Aftach a file
| || Examinar... #

il fiett<t (1 KB &=
-~
Remove the attachment

To remove attached files, hit the trash bin icon. This will update the file listing.

(*) The browser button label will depend on the O.S. language

Acknowledgment of receipt

A receipt acknowledgment can be requested. This is done by checking the
“Acknowledgment of receipt” box.

Click to send with acknowledgment

-

r**equest receipt acknovwledgment

Doing this will result in a message being sent to the sender’s ‘Acknowledgment’ folder
when the recipient opens the message, confirming that the message has been received and
opened.

Notifications

When a message is sent, the recipient can be notified of the arrival of a new message
through the following methods: email and SMS. More than one may be selected.

Send notification via: | e-mail [ sms

This way the recipient will receive, in addition to the message itself, the notification(s)
specified by the sender.

After specifying the notifications the sender will receive a message in his ‘Notifications’
folder with a report on the notifications sent.

PenalNet project is financed by
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Rich text editor

To write the message body, the rich text editor may be used. This allows styles to be
applied to the text, such as bold, italic or alignments, and lists or tables to be added,
among other options.

Click on any button for desired style |

II,-' | Or select a value.from the combos
{ /
B O e | =E === | Paragraph  =| Font family || Font size -
X RB@|EE|=E9 o |A-2-
Title

_____+ Type the text of your message

-

some text in the bedy message

Lastly, the message can be sent or the form cleared by using the following options:

Clicj to save message like draft
@

N, /* Click to clear the form

Click to send the message +— > P e

1-—----* Click to add contacts

In order for the messages to be sent securely, the Penalnet Platform communicates with an
electronic signature platform to sign the message. After hitting the send option, a window
will open to establish communications with the signature platform, which will first look for
the user’s digital certificate and then request the user’s PIN:

PenalNet project is financed by
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XML to sign

<?xml version="1.0" encoding="UTF-8"2> _:J
<penalnet><msgPenalnet><from id="666-4003-Abogado_PenallNet">DORINA

NOMBELESCU</ from><tos><to id="1001-4001-Abogado_PenallNet">Fekete Laszlo</to><to
id="1256-4002-Abogado_PenallNet">Ana Mbogado</to><to id="70801687M-2000-
Personal”>NOMBERE DEMO DECGAE</to></tos><subject><![CDATA

[&H#100; ¢#102; ¢#115; £4100; £4102;]]></subject><date>2009-058-
17T12:22:48+01:00</date><body><! [CDATA[<p>sdfsdf</p>]]
></hody></magPenalnet></penalnet>

Enter your pin ‘

code:

Firmar

Once the PIN is entered and the ‘Sign’ option is selected, the Signature Platform will sign
the message. This operation will take a few seconds. Once this is complete, the user is
informed of the result of the operation and the Platform window closes.

The message is moved to the ‘Outbox’ folder once it is sent.

The third icon on the last picture allow users to add a contact.

Moving messages

The following preset folders are available for organizing messages:

- Inbox

- Outbox: messages sent.

- Trash: messages can be permanently deleted only from this folder.
PenalNet project is financed by
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- Notifications: when sending a message, the sender can request that the recipients
receive a new message notification. A report of said notifications is provided to the
sender through the ‘Notifications’ folder.

- Acknowledgment: when a message is sent, the sender can request a receipt
acknowledgment. When the recipient opens the message, the sender receives an
acknowledgment in this folder.

- My folders: personal folders managed by the user. Explained in more detalil later.
Messages can be moved freely between any of the folders. This is done by selecting the

message(s) and then specifying the destination folder in the ‘Move t0’ box. The messages
will be automatically moved to that folder.

* Select all messages in the list l

/
l
to: Fekete, Ana NOMERE DEMO 1710812009 12:26
~ to: Ana i 171082009 11:54 dKE
\* Select a message I Delete LSRRy - Select a folder - ** Select destination folder I

|

There is one exception, which is the Trash folder, from which the messages cannot be
moved to any folder, but only restored to their original location.

Deleting messages

To delete a message, it is first moved to the Trash folder. We then go into the Trash folder
and, if the message is to be permanently deleted, select it and click on the ‘Delete’ option.
If, on the contrary, we wish to restore it, select it and hit the ‘Restore’ option. This will return
the message to its original location before it was sent to the trash bin. These operations can
be performed on one or more messages at a time.

n“m“m

to: Fekete Ana NOMEBRE DEMO dfsdf 17/08/2009 12:26
v to: Ana {ii 1710812009 11:54 4KB
elete Move to |--Select a folder :J

Delete selected messages +/
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3.2.2 Folders

As mentioned above, the subfolders within ‘My Folders’ are personal folders. The user can
create, rename and delete them as desired. Messages can also be moved between these
subfolders and the remaining folders.

Creating a personal folder

To create a folder, click on the small ‘Add’ option:

My folders ll

C Travels

r Il"‘\" i} ”‘:

Create folder e RERsmEN HEmal

A window like the one below will open:

Add folder (X

Folder Im}r falder

Add Cancel

Enter the folder name in the ‘Folder’ field. This is a required field. The name must be
unique. When the ‘Add’ option in this window is pressed, the new folder will be created.
The operation can be cancelled by clicking on the ‘Cancel’ option. The screen will be
updated with the new data.
Rename personal folders

To rename a folder, select it and click on the ‘Rename’ option:

PenalNet project is financed by
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My folders n

C Travels
& work

Add Remove

Renarme folder

A window similar to that for creating folders will open, this time with the name of the
selected folder:

Rename folder [

Folder |V/ork

Accept Cancel

The procedure is as in the case above: the new, unique name is entered in the ‘Folder’ field.
This is required. Pressing ‘Accept’ will save the changes and ‘Cancel’ will annul the
operation.

Deleting personal folders

To delete a folder, select it and hit the ‘Remove’ option.

My folders n

T Travels

& work
Add _ Rename -1—+ Remove the selected folder

The following window will open to confirm the deletion:
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Remove folder [ X

Are you sure you want to remove the folder Work
If you scospt, please, choose one of the options listed below:

* Remove folder and move all their messages to Trash

" Remove folder and move all their messages to Inbox

Remaove Cancel

There are two options for handling the messages contained in the folder to be deleted:
- Move them to the ‘Trash’ folder.
- Move them to the ‘Inbox’.

Once an option is selected, clicking on the ‘Remove’ option will delete the folder and its
messages will be moved as specified. To cancel the operation click on the ‘Cancel’ option.

3.3 MY DIRECTORY

The ‘My Directory’ section allows users to manage their address book. Contacts can be
grouped as desired to ease the use of the address book.

To access this function, the ‘My Directory’ option is selected from the top menu. This
allows the user to manage the contacts and groups.

A list of the user’s contacts is shown.

PenalNet project is financed by
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Home Wai vy Penallet Directary Control Panel

Add to My Directory View ( 15, 30, 50)

ecords
HUNGARO CERTIFICADO 6547547547 547547 @47547.es

| | Laszlo Fekete 6547547547547 @47547.es 6547547

Remove

v penalnet.eu

The bar along the top with the alphabet can be used to filter the contacts by name. The
data in the table can also be arranged by clicking on any of the column headings.

3.3.1 Contacts

Adding contacts

To add a contact to the address book, click on the ‘Add new contacts’ option. This opens a
new form that will allow searches to be filtered by name, surname, Bar association and
Experience areas.
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Hame Surname

Bar association |-- ;I ERD'*";?Z:: o LI

Search

Once the desired search parameters are entered and the ‘Search’ option is selected, a
table will appear showing all those users active in the system. Those which are grayed out
have already been added to the address book. The rest (if any) are those which may be
added to the address book.
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Name Surname

Bar association I-- LI Experience areas |-- _V_I

Select all contacts

Search

8 recolds, showing records
I T

Fekete Laszo MAGYAR UGYVEDY KAMARA
Ana Abogado CONSIGLIO NAZIONALE FORENSE
[ ANA ADMNISTRADORA GGAE
ANA ADMNISTRADORA CONSIGLIO NAZIONALE FORENSE
] DORINA NOMBELESCU BAROUL BUCURESTI
YVIORICA SIMONESCLU BAROUL BUCURESTI
NOMBRE DEMO DECGAE CGAE
v AITOR ABOGADO MAGYAR UGYVEDY KAMARA

Add selected contacts

Select a contact

Add

To add them, they must be selected, either individually or all at once. After the selection is
made, hit the ‘Add’ option. If the user in question has not created any groups, the new
contact will be added as is to the address book. If any groups exist, the contact may be
included in them by selecting the group in question and clicking on the ‘Add’ option.

Add the following contacts:
ABOGADO CERTIFICADOD

otro Add to the seleted group
Groups mio

Do not add ta any group ml
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If the contact is not to be added to any group, simply hit the ‘Do not add to any group’
option.

Deleting contacts

To delete contacts from the address book, select them from the contact list either
individually or by checking the box that selects all of them, and then hit the ‘Remove’
option.

EBEBBEEHB“EEEEBBEEEBBE

irds, showing recor

I AT A N T R Y

HUNGARO CERTIFICADO 65475 6547547 547 @54547.es

| Laszlo Fekete 6547547 47547 @47547.es 6547547

The contact will no longer be shown in the address book.

Viewing contact information

The basic data for a contact can be viewed from the pages used to manage, add or view a
group’s contacts. To see the contact’s information, click on the name of the contact in
question.

Click to view contact data

HUNGARO CERTIFICADO FeketeFek Fekete @kete l.es

Laszlo Fekete Fekete Fekete @kete l.es

The user’s data will be shown. To go back to the previous screen, hit the ‘Return’ option.
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Return
FEKETE LASZLO
2 ET fekete laszlo@penalnet.eu 55232945

Telephone ENEYE-ILAN MAGYAR UGYVEDY KAMARA

Languages ENENIE]]

3.3.2 Groups

The contacts can be arranged into groups so as to better organize the address book. To
see a user’s groups, select the ‘Groups’ option from the side menu. This will show a listing
of the user’s groups.

Add Group

D RO RES

mio 2 a ﬁ

otro 1 /{E @
7

The name of each group is shown, along with the number of contacts, an icon to see their
details, and another icon to delete the group.

Add group

To add a group, hit the ‘Add group’ option. A form will appear on which the group data can
be entered. The ‘Name’ field is required. The name given must be unique.
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Search contact by name or surname

Name

Name Surname

Availahle contacts yl" El Search

Laszlo, Fekete
Abogado, Ana g

+ Available groups

.

familia

Accept Cancel

The two boxes to the left show the address book contacts and groups. They can be
selected and added to the group being created. To facilitate the search for a specific
contact, a name and surname filter can be used:

Name|d0rina | Surnamel |

order by | Sumame =l search

Once the form is filled out with the desired data, the ‘Add’ option must be hit to add the
group to the address book. The creation of the group can be cancelled by clicking on
‘Cancel’.

Modify group

To modify a group, click on its name in the main screen for managing groups:
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Grupo prueba

Click to change the group data |

A form will be shown similar to that for creating groups. The name can be modified and
contacts added or deleted. A unique group hame must be specified.

Delete group

To delete a group, click on the ‘Remove’ icon:

Grupo prueba
| Click here to remawve a group *”/’

A window will open to confirm the deletion of the group. There are three options for
specifying what to do with the group’s contacts:

- Delete the group but not its contacts
- Delete the group and its contacts only if they do not belong to any other group

- Delete the group and its contacts.

€ Remove groups and its contacts only if they don't belong to other group.
" Remove groups and all its contacts.

Remaove Cancel

PenalNet project is financed by

a . . Conseil Q MUK 8 HBA \}L
Criminal Justice 2007 B D8 ot woxgus §

25 of 47




Document Type: Manual de Administrador de la plataforma

i FP=MAc Document Code

weesor PenalNetPlatforma_General Version 1.4 Date 09/04/2009
Administrator_Manual_v.1.4.doc

Once the desired option is chosen, the group will be deleted when the ‘Remove’ option is
clicked. To cancel the operation, hit the ‘Cancel’ option.

Viewing group contacts

To see a group’s contacts, click on the View Contacts icon:

Grupo prueba

: gk B

Groups

‘ Views group contacts +

A list of the group’s contacts will be shown. To go back to the list of groups, hit the ‘Return’
option.

Add to My Directory

2 records, showing records

LASZLO FEKETE 345345 34535@ 34535.es (+36)696924479 0034999999999

Contacts

ABOGADO AHA 345 3453535@34535.es 345353453

3.4 PENALNET DIRECTORY

This section contains a series of forms for entering the data on lawyers that is to be stored
in the database for the General Council of Lawyers.

The forms are accessed by clicking on the ‘Penalnet Directory’ option on the top menu. It

has two parts: ‘DB Access’ and ‘Upload C.V.’ Both allow for the entry and searches of data
on the Penalnet Platform lawyers.

3.4.1 DB Access

Searches on those lawyers whose information is stored in the database can be conducted
via the DB Access module.
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When the ‘PenalNet Directory’ option is clicked on the top menu, or in the side menu within
the ‘DB Access’ option, a form opens that allows one to search for lawyers, along with a
listing of the lawyers in the system.

Surname Hame
Identity Card or Passport Penallet ID
Humber:
Hational Bar Association |Select Bar | Regional bar [~Select Regional Bar- 2
Hometown [ Afuhanistan il
Albania
Algeria
Ametrican 3 .
Anmde;:rc:n amea ‘ Lawyer S?rch Filter l
Angola
Anguilla
Antarctica |
Lawyer ID . Search |  Adv.Search TH Lawyer Advance Search Filter

104 items found, displaying 1 to 5.[First/Prev] 1, 2, 2

J | Penallet ID Surname Hometown Mational Bar Association
[ 1522 sdacada sdasdasd Afghanistan CGAE
1521 dasdad prueha Afghanistan CGAE
1520 prueha webservices Idi Afghanistan CGAE
1519 sadanskdnaksdn jdkasjdkas] Afghanistan CGAE
1518 asdsadasd WEVEWENY Afghanistan CGAE
Add to My Directory Export to XML Exportto Excel

The search for lawyers can be filtered by the lawyer’s name, surname, identity or passport
number, Penalnet card ID, national or regional Bar, nationality or registration number. The
results are shown under the list.

Clicking on any of the rows with the lawyer’s data redirects the user to the ‘Upload C.V.’
section, explained further on.

Lawyers’ information can be exported in two formats: XML and Excel.
Export to XML Export to Excel

To export to XML click on the corresponding option. This export a zip files containing an
XML with the complete information of the lowyer. As XML, this export is useful to be
managed by automatic mechanisms, or it can be opend by a browser like IE or Firefox, or
just an text editor as the Notepad.

To export to Excel click on the ‘Export to Excel’ option. This opens a window that gives the
option to open or save a file called export.zip. This file contains the Excel file with the main
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data on the lawyer(s) and the pictures from their C.V., if any. It is specially useful accessing
the information needed to issue PenalNet digital certificates.

In both cases the exported data refers to the filtered list of lawyers.
Advanced search

The advanced search allows the list of lawyers to be filtered using any field in the
curriculum vitae.

This option is accessed by clicking on the ‘Advanced Search’ option, which opens the
following screen:

Click ta o
N
N

expand/contract

Search Clear Form

Clicking on the icons shown on the image expands each section to reveal a form.
The advanced search consists of four sections:

e Personal data: lawyer’s personal data, as shown on the following form:

I Personal Data

Penallet Card 10 |

Mame: | surname: |
Passport Mumber j I Mationality: I Select a Country -- j
Address
Address: I City: I
Zip Code: I— Province: |
Country: | Select a Country - j E mail: |
Telephane: |

Lawyer's registration details

Mational Bar Association: |Se|e|:t Bar j E:Sgéuc?;:uan?r — Select a Bar Association - j
Registration number of the I
lawyer:
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e Academic background: academic data, such as bachelor’s or master’s degrees or
post-graduate studies. These are entered on the following form:

I Academic background

University Degree’/s (including PhD)

Degree Institution From To

Master/s and other postgraduate studies

Degree Institution From To

e [anguages: languages spoken by the lawyer. More than one may be chosen from
the list:

English -
French

German

[talian =]

o Working background: employment data. The applicable areas of expertise and/or
working experience can be selected. Other comments related to professional
background can also be input. The associated form is as shown below:
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I Working background

Areas of Expertise {according to national regulations/practice):

[~ Community Law ™ Labour Law

I Administrative Law I” Commercial Law

I Civil Law I” Criminal Law

I” Constitutional Law I” Internacional Private Law
I” Finance Law I” Internacional Public Law

Working experience

Degree Institution From To

Additional information (Associations,
honors, awards,....)

K 1

None of the fields is required.

Once the desired search data are input, hit the ‘Search’ option. A list will be shown similar
to that shown for the simplified search. The data can be exported to XML and Excel.
Likewise, when one of the rows is clicked, the application redirects the user to the ‘Upload
C.V.” module, explained below. If the user wishes to clear the form before initiating the
search, this can be done by clicking on the ‘Clear form’ option.

3.4.2 Upload C.V.

This is where a lawyer’s information is entered. It consists of a set of forms that are filled
out online.

To access the section, select the ‘Upload C.V.’ option from the side menu in the PenalNet
Directory. This will open a form as shown in the image below:
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Upload C.. PenalNet ID

Hame Surname
| Passport Number »| Date of Birth i s Country |- Select a Country - ~]
Address
Address City
Zip Code Region/State Country: | Select a Country - =
E mail: Telephone 1 Telephone 2
+Country Code/Mobile: Fax:

Lawver's registration details

National Bar Regional Bar

Association CGAE Association -- Select a Bar Association -- j
Lawyer ID

The information disclosed in the forms shall be recorded in an automated file held by the General Council of Spanish Bar
Associations (CGAE) and used exclusively for the aforementioned purposes. We inform the member of the Bar Association
that he/she may exercise the rights of access, rectification, cancellation and opposition in accordance with Organic Law
15/1999, of 13 December, on Personal Data Protection. For this purpose, the member may choose between contacting the
CGAE hy sending an e-mail to info@cgae.es, or by writing to the registered address of the General Council of Spanish Bar
Associations (CGAE) at Paseo de Recoletos N°13 28004 Madrid. The CGAE at all times guarantees the confidentiality of the
information of the members who register using this form, and assures compliance at all times with current Data Protection
regulations.

‘ Continue in the following form - Next ]

The following fields are required: name, surname(s), passport or identity number, date of
birth, nationality, address, city, postal code, province, country, e-mail, telephone I, regional
BAR and registration number.

The telephone Il, mobile and fax fields are not required.

The National Bar Association field is read only, and will contain the national BAR number for
the user logged into the application.

Once the appropriate data are entered in the fields, hit the ‘Next’ option to continue
entering other data.

The next form is for academic information. Both bachelor’s and master’s degrees or other
relevant courses may be listed. The form is as follows:
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University Degree/s (including PhD)

I — U”Nefsmimw I

l Masters/Postgraduates Studies I

Master/s and other postgraduate studies

Degree Institution, Law Firm or other From{dd/m

=

Click to append masters/postgraduate studies

ock IR

Continue in the following form

To add a bachelor’s or master’s degree, click on the respective ‘Add’ option. A window will
open in which to enter the degree name, the institution, and the start and completion dates.
Once the data are entered and the form is accepted, the screen will update, adding the new
degree to the list. At least one university degree must be entered.

After all the necessary degrees are input, hitting the ‘Next’ option will open the language
form:

Academic background

Languages

|- Select a Language -- = [ Select a Level - ~|
|- Select a Language -- = - Select a Level - =
]-- Select a Language -- LI | Select a Level - j
Other/s

Back Next

The first language is required, the rest are optional. The name and level of each language
must be specified.

Clicking on ‘Next’ takes the user to the next form, on working experience:
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Working background
Areas of Expertise (according to national regulations/practice):
[” Community Law [~ Labour Law
[” Administrative Law |~ Commercial Law
W Civil Law I” Criminal Law
[V Constitutional Law IV Internacional Private Law

IV Finance Law [V Internacional Public Law

Working experience

Institution, Law Firm or other From{ddfmmdfany) To(dd/mminyy)

)

( Add @

Additional information _:‘
(Associations, honors,
awards,....) Ll
Back Next

The information on this form is not required. The areas of expertise are shown first. Check
as many as are appropriate. The working experience section is next. To add information,
click on ‘Add’. This opens a window where the user can specify the job, institution and start
and end dates. Once the changes are accepted, the working experience listing is updated.
Other important work data can be entered in the field labeled ‘Other merits and/or
Professional responsibilities’.

Once all the necessary information is input, hit the ‘Next’ option to proceed to the last
screen of the online form:
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Click to view each date section l

You have correctly filled up all the information required on this registry form. Now you can check the information uploaded and
=uhmit your professional resume. When you agree on the information given, please press NEXT to register.

Contact Details

Address

L awyer's registration details
Academic background
Languages

Areas of Expertise

Working experience

Additional information (A iati honors, awards,....)

[v v v v v v v v}

(Permitted File
Attach CV: Examinar... Extensions: doc and pdf.
Maximum file size: 1MB)

(Permitted File
Extensions: jpg, jpeg, bmp
and gif. Maximum file
size: 1MB)

Attach Image Examinar...

Back Next

First, all the data input previously are shown, divided into sections. To view this information,
click on the icons as shown in the image.

Additionally, a file with the user’s curriculum vitae and photo can be uploaded. Hitting the
‘Examine...” option will open a file browser so the user can navigate to the file in question.
Uploading a C.V. and/or image is optional.

Lastly, clicking on the ‘Next’ option takes the user to the final step, which confirms that the
entire process has been successfully completed:

YOUR PERSOHAL INFORMATION WAS REGISTERED CORRECTLY.

Finish
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3.5 CONTROL PANEL

PenalNet Platform users have access to a variety of tools for managing and checking data.
These utilities are found in the ‘Control Panel’, which can be accessed by clicking on the
‘Control Panel’ option on the top menu.

This section is only accessible to National Bar Administrators or Platform Administrators.

This is the main page:

Home l PenalNet Directory Control Panel
| it K
| L

Modules
_ Users Profiles Modules Storage
Reports! - Msg. by BAR ‘ ‘
N ]
Reportsll - Msg. by user J |t | 1 -l-
! l l. s
Reportslll - Storagefuser Reports Reports Reports Reports
Msg by BAR Msg by User Storage by User System access
ReporslV - Access
Notification Seftings 2 /
Notification
Settings

The functions included are:
e User management
e Profile management
e Module management
e Storage
e Reports

¢ Notifications
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3.5.1 Users

In this module, administrators can control user access and modify certain information.

Basically, when a user first accesses the PenalNet Platform, he does so in Automatic
Registration mode and is not able to access any of the PenalNet Platform’s functions. A
PenalNet administrator has to register the user to enable him to access the PenalNet
functions. The user’s status can also be changed to Suspended and Deleted.

When accessing the users module, a search form and a listing of those users whose status
is Automatic Registration is shown:

User Administration

Penallet Identification
11} Humber
Hame Surname
Bar |Select Bar ;I e-mail
el Search Filter
Type |Select User Type =] status |AUTOMATIC REGISTRATION =
From ‘_t To L—‘w
Search

9 iterns found, displaying all items.1 2

NAME BAR E-MAIL TYPE STATUS DATE

AUTOMATIC 19/06/2003

]L AITOR PENALMNET CGAE PRRRPR@ pRpp &5 LAWYER REGISTRATION 053530 |

I Users in a state Automatic Registration I

The list can be arranged by name, surname(s), Bar, e-mail, type (lawyer or administrator),
status (automatic registration, member, suspended) and initial access date.

It is important to note that National Bar Administrators can only manage those users
belonging to their own regional Bar. Users designated as Platform Administrators, however,
can manage all PenalNet Platform users.

Once the user in question is found, their data can be modified by clicking on the row
containing the user’s data:
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Click to edit the details

STATUS
; AUTOMATIC 19/06/2009
AITOR PENALNET CGAE aitor parragai@panel es LAWYER REGISTRATION 05:35:-39

If the user to be edited is a lawyer, a series of forms is shown for updating the user’s
curriculum vitae. Lastly a form is shown to change the user’s status. If the user is an
administrator, on the other hand, he is taken directly to the change status form:

Bar
Hame ANA Surname ADMINISTRADORA | B2 @ [CONSIGLIO NAZIONALE F
identification  [50829331K Phone 914056957 e-mail aaa@aaa.es
+Contry Current
Fax 914056987 oy e t39 600258963 | Surrer AUTOMATIC REGISTRATIC

|Se|ect Languagej |Mother—tongue ;]
ISeIect Profile LI ISelect LanguageZl ISeIect Level ZI MEMBERSHIP |
|Select Languagej |Select Level ;I
Accept Cancel

‘ Choose the corresponding state to grant or deny access

Note: this form varies depending on whether the user is an administrator or a lawyer. For
lawyers, the languages fields are not shown since the lawyer already has this information.

In this form, the telephone, fax, mobile, profile, languages and status fields can be modified,
the following being valid status values: member, suspended and deleted. The profile, main
language and status fields are required. Once the desired data have been input, hit the
‘Accept’ option to save the data. The editing of user profiles can be cancelled by clicking
on ‘Cancel’.

3.5.2 Profiles

Users designated as Platform Administrators can manage the profiles on the PenalNet
Platform. To access this function, click on the ‘Profiles’ option on the side menu. A search
filter is then shown along with a listing of the profiles present in the system.

PenalNet project is financed by

o

. . . & Consell ! N
Criminal Justice 2007 BRI oo s e MOK @ 1124 T

37 of 47




Document Type: Manual de Administrador de la plataforma

i FP=MAc Document Code

weepor PenalNetPlatforma_General Version 1.4 Date 09/04/2009
Administrator_Manual_v.1.4.doc

’ Filter Search By Description I
.

| Search New ;
_ Users associated with profile I

\ Description Rei ied users
Click to edit profile General Administrator YES
Lawyer YES
National Administrator YES
Users without access YES

As is shown in the image, the listing of visible profiles can be filtered by entering the profile
name in the ‘Description’ field and clicking on ‘Search’.

The listing shows the profile name, an indicator of whether the profile has any users
associated with it, and a delete profile option, available only for those profiles without any
associated users.

New profile

To create a new profile, hit the ‘New’ option, which will open the following form:

Accept Cancel

¥ Home
M Mail
¥ Wy Directory

W Contacts

¥ Groups
[T PenalMet Directory

[T DB Access

[T Upload CV.
T Control Panel

[T Users
Praofiles
Modules
Storage

Storage (BAR)

[ o s s |

Reports
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The ‘Description’ field is required and must be unique. Beneath it are all the application’s
modules. All those that are to be associated with the profile can be selected. To confirm the
changes hit the ‘Accept’ option. To cancel the operation, hit the ‘Cancel’ option.

Modify profile

To modify a profile, click on its description in the profile listing. A form similar to that above
will be shown, but only with the data for the profile selected:

Accept Cancel

»¥ Home
M Iail
¥ Wy Directory

¥ Contacts
M Groups
[+ FenalMet Directory
W OB Access
I Upload C.V.
¥ Control Panel

<

Users
Profiles
Modules

Storage

K 0O00

Storage (BAR)

q

Reports

The procedure is the same as for creating a profile. The name is required and must be
unique, and the desired modules can be selected and de-selected. To save the changes,
hit ‘Accept’.

Delete profile

To delete a profile, click on the trash bin icon shown with the profile listing. Only those
profiles without any associated users are shown.

‘ Click to remove |

\J

Lsers without access MO T

When the trash bin icon is clicked, a delete confirmation message appears. Clicking on
‘Accept’ will delete the profile from the PenalNet Platform.
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3.5.3 Modules

Users designated as Platform Administrators can define new menu options. Each menu
option provides access to a functional module within the application. Users access different
modules depending on their profile. To access this option, click on the ‘Modules’ option on
the side menu. A list with the available modules and operations will be shown:

| Click to adEJ‘a module | | Click ta Drder‘the modules |

“

Haome

Inail

@ ¢ O

LAk aF o

My Directory
Contacts

Groups

4

&, | |Penalnet Directory
DB Access
Upload C.V.

&, |  Control Panel +

Users
Profiles
Modules
Storage
Storage (BAR)

Reports

A
.

Click to edit a module Click to delete a module

bt & o B B B B S B B B B B S e

New module

To add a module, click on the new module icon for the menu under which the module is to
be added. For example, to add a menu option to ‘My Directory’, click on the icon appearing
next to the description:

Click to add a module +—.—E| My Directory

Contacts

Groups

The new module will be at the same level as Contacts and Groups.

When the module is added, the following form is shown:
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Module name Target url

Accept Cancel

Both fields are required. Enter the module name in the ‘Module name’ field, and the URL
address of the functional mode in the ‘Target url’ field. Clicking on ‘Accept’ will add the new
module. Hit ‘Cancel’ to cancel the operation.

Edit module

To edit a module, select the module name from the list of system modules. A form similar to
the above will be shown, but with the information for the module selected:

Module name DE Access Target url /penalnet/printConsultaCV do?IMI=100

Accept Cancel

The procedure is the same as for creating a module. Both fields are required. Click on
‘Accept’ to save the changes and on ‘Cancel’ to cancel the operation.

Sort modules

To sort the menu options, click on the sort icon for the menu option whose submodules are
to be sorted. For example, to sort the ‘My Directory’ submenus:

Click to sort submenus

Iy Directory =
Contacts
Groups
A new list of the submenus is shown:
Click to drag and drop
Accept Cancel
Cuontacts
Groups
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To sort them click on one of the rows and, without releasing the mouse option, drag it into
the desired position, at which point the mouse option can be released. To save the
changes, click on ‘Accept’. The list will be shown with the modules in the new order.

To sort the options on the top menu, click on the icon at the top right of the list as shown
below:

‘ Click to SDEtD[‘J menu |

__

Delete module

To delete a PenalNet Platform module, click on the trash bin icon on the module listing. A
confirmation message will be shown before the module is permanently deleted.

3.5.4 Storage

Users designated as Administrators can allot the amount of folder storage space a user can
have.

To access the quota management feature, click on the ‘Storage’ option on the side menu.

A list like the one below will appear, with the quotas for the different BARs and profiles:
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Storage

BAR Association Storage Limit (KB)

Maximun Storage Limit

1]

CGAE Users without access 0
CGAE Lawvyer 50000 80000
CGAE Mational Administrator 50000 80000
CGAE General Administrator 50000 80000
MAGY AR UGYVEDI KAMARA Users without access 0 0
MAGY AR UGYVEDI KAMARA, Lawyer 50000 80000
MAGY AR UGYVEDI KAMARA, National Administrator 50000 80000
MAGYAR UGYVEDI KAMARA General Administrator 50000 80000
CONSIGLIO NAZIONALE FORENSE Users without access 0 0
CONSIGLIO NAZIONALE FORENSE Lawwyer 50000 80000
CONSIGLIO N&ZIONALE FORENSE National &dministrator 50000 80000
CONSIGLIO NA&ZIONALE FORENSE General Administrator 50000 80000
BAROUL BUCURESTI Users without access 0 0
BAROUL BUCURESTI Lawyer 50000 80000
BAROUL BUCURESTI National Administrator 50000 80000
BAROUL BUCURESTI General Administrator 50000 30000
CONSEIL NATIONAL DES BARREAUX Users without access 0 0
CONSEIL NATIONAL DES BARREAUX Lawyer 50000 80000
CONSEIL NATIONAL DES BARREAUX National &dministrator 50000 80000
CONSEIL NATIONAL DES BARREAUX General Administrator 50000 80000

The storage limit per user is shown for every BAR and profile, as well as the allowed
storage maximum. The storage is shown in KBs. The limit may not exceed the allowed

maximum.

Those users designated as Platform Administrators can specify both values for every BAR.
Users designated as Regional Administrators can only modify the storage limits for those

BARs he oversees. The maximum established by a Platform Administrator cannot be

exceeded.

To save the changes, click on the ‘Accept’ option. To clear the form and cancel the
operation, click on the ‘Cancel’ option.
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Keep in mind that if a Platform Administrator reduces the maximum allowed value, those
quota limits exceeding this new maximum value will have their values reduced. Those user
accounts whose quotas are above the new limit will be frozen internally.

3.5.5 Reports

Users can request communications reports by BAR, look up user communications,
messages and KBs occupied by user and folder, as well as system access reports. The
procedure in every case is similar: there is a filter which, depending on the search
parameters specified, will show a listing of the reports, sorted by time period and shown by
day/month/year. All that changes is the filter data and the data in the reports. Users
designated as Platform Administrators can obtain reports on any BAR or PenalNet Platform
user. National Bar Administrators can only obtain reports for their own BAR or for those
whose users belong to that BAR, depending on the type of report.
To access the report generation utility, click on the ‘Reports’ option on the side menu.
Each specific case is detailed below.
Communications report by BAR.
This report lists the number of communications made between the different BARs.
To access this feature, select the ‘Communications between BARs’ option within ‘Reports’.
This shows a search filter with the following fields: Originating BAR, Destination BAR, date
(from-to), and report type (daily/monthly/annual). The date and report type are required
fields. Once the desired search parameters are specified and the ‘Accept’ option is
selected, the report is presented in accordance with the specified filter, along with the
following information:

e Originating BAR

e Destination BAR

e Date (day, month or year, as specified in the Report type field).

e No. of messages sent

e No. of messages received

e No. of receipt acknowledgments requested

e No. of receipt acknowledgments received

The totals per BAR are also shown.
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User communications report

This report lists the number of communications made by users, arranged by time period
and presented by day/month/year.

To access this feature, select the ‘Communications between users’ option in the ‘Reports’
section. This shows a search filter with the following fields: originating BAR, destination
BAR, originating user, destination user, date (from-to) and report type
(daily/monthly/annual). The date and report type are required fields. Once the desired
search parameters are specified and the ‘Accept’ option is hit, the report is presented in
accordance with the specified filter, along with the following information:

e Originating BAR

e Originating user (user who initiated the communication, identified by
PenalnetlD/PersonallD and full name)

e Destination BAR
e Date (day, month or year, as specified in the Report type field).
o No. of messages sent
e No. of messages received
e No. of receipt acknowledgments requested
e No. of receipt acknowledgments received
Totals are also shown by BAR and user.
Folder usage report by user.

This report shows the number of messages in a user’s folders, indicating the amount of
storage space taken up in KBs.

To access this feature, select the ‘Folder usage’ option with the ‘Reports’ section. This
shows a search filter with the following fields: BAR, folder and user (identified by PenalnetID
if a lawyer, or by PersonallD). Once the desired search parameters are specified and the
‘Accept’ option is selected, the report is presented in accordance with the specified filter,
along with the following information

e BAR
o User
e Folder
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e No. of messages

e Total KBs of messages stored in the folder
The totals per BAR and user are also shown.
System access
This report shows the number of times a user accesses the system.
To access this feature, select the ‘System access’ option with the ‘Reports’ section. This
shows a search filter with the following fields: BAR, regional BAR, user (identified by
PenalnetlD if a lawyer, or by PersonallD), date (from-to) and report type
(daily/monthly/annual). The date and report type fields are required. Once the desired
search parameters are specified and the ‘Accept’ option is selected, the report is presented
in accordance with the specified filter, along with the following information:

e BAR

e Regional BAR

o User

o Date (day, month or year, as specified in the Report type field).

e No. of times accessed

The totals per BAR are also shown.

3.5.6 Notificaction Settings

It allows to configurate the generation of notifications for the messages sent by the user as
well as the messages got/received by him.
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Notifications via

Notify my message to receiver via: [~ o_mail Misis

Received Messages

Notify me new messages via: [ e-mail I~ sms

Save Changes

Notify my message to receiver via

While sending a message it will be possible to configurate a notification via:
e emalil
e sms

If during the sending, the user modifies the types of notifications to be sent, these values
will be ignored.

Notify me new messages via

When receiving a message, the user can be asked to be notified via:
e emall
e sms

When the receiver gets a message, he will be notified, if the sender decides it as well as if
the receiver does it, through its configuration

When generating a notification it will be done if the sender as well as the receiver request it
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